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Mission Critical Defined  

Any activity, asset, resource, service or system that directly or materially impacts (negatively or 
positively) the organization’s strategic goals and objectives. The scan is broken down into four broad 
categories.  

 

Operations & 
Compliance:  

 
 

By far the largest bucket, this assessment will focus on exposures surrounding critical 
assets, staffing, systems and processes. We will be keenly focused on the efficacy of 
controls in areas like cyber security, compliance, supply chain, critical service providers 
and emergency response, as well as internal strengths and competencies such as unique 
expertise, ISO certification and other program capabilities that could be used as a 
competitive advantage.   
 

Information 
Flow:  

 
 

This is really a sub-set of Operations but it’s broken-out for its importance to overall 
execution. This category assesses strength in directives, defined performance measures, 
and reporting processes that support execution of ’s strategic initiatives. We are looking 
at how information flows up, down and across the organization to ensure that relevant 
data is being transmitted to the right people at the right time to support key decision-
making processes.  
 

Catastrophic 
Exposure:  

 
 

Focuses on exceptional, external events that would overwhelm service infrastructure such 
as utilities, communication and transportation. These events are expected to cause a 
business interruption exceeding ’s capacity to control in terms of duration and impact. 
Such events may include natural disasters, terrorism, pandemic and cyber warfare. While 
there is opportunity even in this category, this part of the assessment is primarily 
concerned with ensuring survival. 
 

Political, 
Regulatory & 
Competitive 
Landscape:  
 

This category is also focused on external forces to capture shifts in the political, regulatory, 
competitive landscape that may present strategic opportunities, specifically with ’s 
interest in diversification. This category is more difficult to capture and requires the input 
of business and industry experts, as well as research into industry trends and analysis. 
 

 

Three Steps 
 

 Gather Data 
 

Complete Mission Critical Risk Assessment 
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 Make Decisions 
 

Prioritize and create a mitigation plan for Mission-Critical Weaknesses 
that threaten Survival 

 Take Action! 
 

Execute on mitigation plans 

 

Three Key Questions 
What is Mission 
Critical to your 
organization? 
 

Determine this by focusing first on Mission and what you need in order to 
accomplish that Mission. For most organizations, generation of income is 
required first and foremost for the Mission to be supported and achieved. 
 

 
 
 
What is your 
organization’s risk 
appetite & 
tolerance for each 
element of Mission 
Critical? 
 

Determine this by working with the Board and Executive team to understand the 
following: 
 

▪ Risk Tolerance – what risks are within or exceed what the organization is 
willing to bear? For some, workplace accidents are not acceptable, thus 
“zero tolerance” for such. 

 
▪ Risk Appetite – how much risk is the organization willing to take in order 

to accomplish its strategy? For instance, how much money is it willing to 
spend to enter a market, such as buying another entity? 

 
▪ Risk Capacity – this is the amount of monetary risk the organization is 

actually capable of withstanding – this is where insurance comes in. 
 

What are the 
impacts of Mission 
Critical Exposures? 
 

For this question, focus on impact versus probability. If an exposure will wipe 
out the company, it should be treated with priority even if the probability seems 
low. 

 


